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ABSTRACTComponent based design is a new paradigm to build distributed systems and applications.

The problem of compositional verification of such systems is however still open. We investigate methods
and concepts for the provision of "sound" assemblies. We define a behavioural interface type language
endowed with a (decidable) set of interface compatibilty and subtyping rules. We define an abstract,

dynamic, multi-threaded, component model, encompassing both client/server and peer to peer com-
munication patterns. Based on the notion of compliance of components to their interfaces, we define
the concepts of "contract" and "contract satisfaction". This leads to sound assemblies of components,
which possess intersting properties, such as "external deadlock freeness" and "message consumption"”.

RESUME La conception basée composants est une nouvelle méthode de construction d’applications et de
systémes distribués. La vérification compositionelle de ces systémes reste cependant un probleme. Nous
étudions des méthodes et des concepts pour la construction d’assemblages "sains". Nous définissons un
langage de type d'interfaces comportementales, doté d’'un ensemble de regles (décidables) de compa-
tibilité d'interface et de sous-typage. Nous définissons un modele de composant abstrait, dynamique et
multi-tache, qui englobe les modéles client/serveur et point-a-point. Basé sur la notion de conformité
du composant par rapport a son interface, nous définissons les concepts de "contrat" et "respect de
contrat". Cela meéne aux assemblages sains de composants qui possédent des propriétés intéressantes,
comme "I'absence d'interblocage externe" et "la consommation des messages".

KEYWORDSBehavioural typing, verification, composition, components, peer-to-peet, client/server
MOTS-CLES Typage comportemental, vérification, composition, composaets;to-peerclient/serveur
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1. Introduction

Behavioural type systems have been defined in recent years with the aim to be able
to check the compatibility of communicating concurrent objects, not only regarding data
exchanged, but also regarding the matching of their respective behaviour [Nie95, KPT99,
NNS99]. This check finds a natural application in the verification of compatibility of compo-
nents, as the recent advances in Software Engineering are tosgamngi®nent-based design
a software system is developed as a construction based on the use of components connected
together either by custom-made glue code, or by resorting to a standard platform supporting
composition and communication, such as CORBA or .NET. The compatibility of a compo-
nent with its environment has to be guaranteed before it is deployed.

Formal verification techniques can therefore play a strategic role in the development of
high quality software. In the spirit of the so-callkghtweight formal methoddhe software
engineer who connects components is not bothered by a formal description of the software
artifact he is building, but gets a guarantee about the absence of mismatches between com-
ponents; this guarantee is provided by the underlying formally verified components and by
the formal verification algorithms that check type compatibility. An even more demanding
example is mobile code, where one needs the guarantee that a migrating component does not
undermine the correctness of the components that it reaches. This check has to be performed
at run-time, at the reception of the migrating component, and hence has to be performed very
efficiently. Typing of mobile agents has already been addressed for example in [HR02], but
we aim at a more abstract behaviour of the component which is sufficient to efficiently prove
that desired properties of the global configuration of components are not endangered by the
composition.

In this work we define a framework in which a component can exhibit sevetel-
facesthrough which it communicates with other components. Each interface is associated
a type, which is an abstraction of the behaviour of the component. Our type language (for
interfaces) introduces modalities on the sequences of actions to be performed by interfaces.
Usingmust andmay prefixes, it allows the distinction betweesquiredmessages arjbs-
sibleones. The complexity of the interface typing language is kept deliberately low, in order
to facilitate compatibility verification among interfaces. We do not give a specific language
for components, but we rather give an abstract definition, which wants to be general enough
to accomodate different languages: indeed, components are abstracted as a set of ports, by
which they communicate, together with a set of internal threads of execution, of which we
observe only the effects on the ports. Under given constraints on the use of ports inside com-
ponents, it is shown that a configuration made up of communicating components satisfies
well-typedness and liveness properties, if the components honour the contracts given them
by their interfaces, and the communicating interfaces are compatible. This work extends our
previous one [CFNO3b, CFN03a] with subtyping and a dual relation, and how they relate to
the compatibility relation; we also put our work into practice with a more complex example.

Our work is partly inspired by that of De Alfaro and Henzinger [dAHO1], who associate
interface automata to components and define compatibility rules between interfaces. Our ap-
proach, which belongs instead to the streamline of process algebraic type systems, brings in
the picture also the compliance between components and interfaces: the interface is thought
as acontractwith the environment, that the component should honour. We also aim at limit-
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ing as much as possible the complexity of the interface compatibility check, which can even
be needed to be performed at run-time. The work on Modal Transition Systems by Larsen,
Steffen and Weise [LSW95] has inspired our definition of modalities and the way interface

compatibility is checked. The guarantee of the satisfaction of well-typedness and liveness
properties has been dealt by Najm, Nimour and Stefani [NNS99], and we have inherited their
approach in showing how the satisfaction of compatibility rules guarantees more general
properties.

This paper is structured as follows: in Section 2 we show our interface language and
the related compatibility and subtyping rules, whereas Section 3 deals with the reference
component model. Interface language and component model are put together in the concept
of component honouring a contrat®ect. 4), which leads to interesting properties that can
be guaranteed by sound assemblies of components (Sect. 5). Our work is illustrated with the
classic bank account example in Section 6.

2. Interface Types

In this section we describe the language used to define the interfaces. A typed component
is a component whereby every initial port or created port has an associated type, and every
reference to a port has a declared type. We adopt a behavioral type language [Nie95, KPT99,
NNS99]. In this setting, the type of a port prescribes its possible states, and for each state, the
actions that are allowed and/or required through that port, and its state after the performance
of an action. The BNF table below defines the syntax of types. Among the salient features of
this type language is the userofly andmust modalities. We also present a subtype relation
and a compatibility relation.

2.1. Syntax of the Interface Language

The interface language has the following syntax:

type = server_name = mod receive_server
|  peer_name = (mod send | mod receive)
receive_server = 2% Z M;; I; ]
i
receive = ?[ Z M;; I; ]
i
send == 1] Z]V[i; I; ]
i
I == 0] peer_name | mod send | mod receive
mod = may | must
M == name[(args)]
args = basic_type | peer_name | server_name
basic_type = boolean |integer |real | string .
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The! and? keywords are the usual sending and receiving actions. The choice opera-
tor + allows to choose one message among thé, latd the; is used to sequence behav-
iors. The* keyword allows specification of servers, and is discussed later in this section.
0 (zero) stands for the termination of the interface. The modalitieg andmust distin-
guish between permissions and obligations for the performance of the actions. Their meaning
is (where the partner is the other communicating port):

may ? [ XM;; I;] "the port does notimpose any sending constraint on the partner,
but if the partner sends any messdgdg then the port guaran-
tees to be ready to receive it, and to execute later on agffon

must? [ XM;; I;]1 "the port does impose a sending constraint on the partner, and
if the partner sends any messale, then the port guarantees
to be ready to receive it, and to execute later on actjin

may ! [ XM;; I; ] "the port may send one of the messagésto its partner and
execute later on actiofy; the partner must be ready to receive
the messagé/;".

must! [ XM;; I;] "the port guarantees to send one of the messagds its part-
ner and execute later on actidy the partner must be ready to
receive the messagd,".

Messages contain arguments. Thus, basic data (such as integers, booleans...) as well as
references to ports (bepieer_namer server_namg can be passed in messages. Our type
language does not cater for structured data, but their addition is straightforward. Sending
or receiving references implies some restrictions that are enforced on the behaviour of the
involved components:

I'm (I) “the portis sending to its partner a reference to a port whose behavior is
described by the typé. Moreover, the first action of this referenced port
must be? (reception).”

? m(I) ‘"the portisreceiving a reference to another port whose behavior is conform
to the typel. Moreover, the first action of this referenced port 13.a

The constraint on the first action of the referenced port is inevitable: if the first action
of I is!, then the referenced port can send this message to a third port, which will lead to
incompatible behaviours between components.

Finally, the*-construct allows specification of a server. This server spawns to answer a
request, so itimmediately reconfigures to honour other potential clients:

I =mod?*[ m(); I'] after the reception ofn, a port whose behaviour i& is
created while the server is regenerated a3 he new port
will interact with the sender of the request. The first action
of I’ must be! (send), so the client will be informed of the
port created for its request.

Several client ports can be connected at the same time to the same server port. As for peer
ports, they are connected only in pairs. This distinction allows client-server and peer-to-peer
links.

1. We consider that all messages of this list are distinct.
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As regards to server types, we remark that a type (peer or server) cannot become a type
declared as server. For example, the following declarations are forbidden/(typeomes
server typeServer; type Server becomes server typgerver):

I=may! [ M; Server ] Server =may ? *[ M; Server ]

Our type language has the effect of not only imposing constraints on the component, but
also of imposing constraints on its partner (i.e. on the environment). The introduction of
modalities leads to an underlying model which is a kindmfdal £7°S, in which states can
be eithemay or must [LSW95] . This has a strong impact on the type compatibility rules,
which are discussed in Section 2.3

2.2. Subtyping

In this section, we define a subtype relation, which has the classic property of subtypes
(meaning the subtype can replace the supertype). The main idédeihg a subtype of,
noted7” < S, is the following:

— If T"andS are receiving, then:

- T receivesat leastthe messageS can receive;

- the subtype relation isontra-variant

- if S hasmay modality, therl” hasmay modality. Otherwise there is no restriction.
— If T'andS are sending, then:

- T sendsat mostthe messageS can send;

- the subtype relation iso-variant

- if S hasmust modality, theril” hasmust modality. Otherwise there is no restriction.

For example, with a lightened syntax, we have:

may’7 My + My + Mg
(may|must ) ? M7 + My + Ms
(may |must ) ! M,

must ! M;

may ? M + M,
must ? My + M,

may ! My + M,
must! My + M,

IATATATA

We further explain our choice on the subtyping of modalities. When receiving, if the super-
type ismay?, it does not impose any constraint on its partner. Hence the subtype cannot
impose any constraint either, which leads tohay? subtype. Similar reasoning explains
other subtype relations.

The subtype relation is such that it also recursively applies to the type of the actions fol-
lowing reception and sending: if= may ! [ M;;1; ]isasubtype off = may![ M;;J; + Ma;J2 ]
thenI; is a subtype off;.

The subtype relation is formally described by the rules in Tab. 1 and the subtype predicate
=,» on modalities. Three cases in this predicate deserve a few lines.
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Tmod jm Smod

T Smod | myst? may? | must! | may! | 0O
mod
must? v
may? v v v v
must! N Vv
may! v
0 v v
I1<XJel
ST-BOOL ST-ASSUMP———
I' - boolean = boolean r=r=<J
ST-STRING I', name < I I~ replace(name) < I
I' F string < string ST-NAME1 place( )
I'Fname <1
ST-INT I' - integer < integer ST-NAME2 I',I < name - I =< replace(name)
I'-1 < name
ST-INT2 -
I' - integer <real
ST-MAYRECV
ST-REAL I+ may? [[ SM;(;); T;] < 0
'+ real < real
ST-MAYSEND =
r-0=0
ST-RECVSEND =
PEmay? [ X<, ViV, Ji); T;] < may ! [ <icm Mi(Li); Si]
Vie{l..m}-l“l—f <Ji ANTHT; <5,
ST-RECV = O
I'=modr ? Il Xo1<icn M i(Ji); Ti] < mods ? [ Di<icm Mili); Si]
Vz’e{l..m}-l“}—f <Ji NTFT; =S,
ST-RECV* = O
T'Fmodr ?* ZlgignM( )i Ti1 2 mods ?* 321 i Mi(Li); Sil
Vie{l..n}'Fl—j <L ATHT; <5,
ST-SEND %

TEmodr V[ Y1 cic Mi(Ji); T 1 2 mods V[ 32 cicpn Mi(L); Si ]

Table 1. Subtyping rules ([*] means thé-construction is optional)
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may? =,, 0 and0 =<,, may! illustrate the semantics ahay modality: may? can
replace an inactive interfad®(no message will be sent to the inactive interf@chence no
message will be sent to tmeay? interface). Also, an inactive interfa€ecan be considered
as an interface that can send messages (but with no obligation). Finally, because subtype
relations are transitive, we have another relatioay? =,, may!. At first sight, this relation
seems strange; however, by looking at the semantics of modalities, we have a supertype which
maysend, and a subtygaay? which will never send messages, thus respectingrtag!
semantics. This relation is surprising especially because one is used to conceive sendings and
receivings with thenust modality.

Once the principles of th,,, relation are understood, subtying rules are quite straight-
forward. The first six ones (on the left column) deal with basic types and inactive interfaces.
Rules ST-ASSUMP, ST-NAME1 and ST-NAME2 take into account recursive interfaces, and
cases where interface is pointed out using its naragl{ce(namg replacesnamewith the
definition of the corresponding type). Rules ST-MAYRECV and ST-MAYSEND concern
subtyping staking typ®. The rule ST-RECVSEND tackles theay? =,, may! relation:
note the message lists between sub- and super-type are different. The three last rules give the
classical definition of interface subtypes: the subtype can receive more, and send less than its
supertype. Order of messages is not considered of importance (as all messages are distinct).

Concerning server interfaces, a subtype can be a server (while the supertype is not), but
the opposite is forbidden, as shown with the rule ST-RECV*: this rule is identical to ST-
RECV, but applies to server types (both sub- and supertypes). This restriction is due to the
fact that server ports can be connected to several ports: if the supértype server port,
then this port can answer several requests, which will not be the case of a port whose subtype
T < S*is not a server. On the contraf§* < .S does not raise this kind of problems.

Property 1
= is a partial preorder.

Proof. Truth table of<,, assures transitivity and reflexivity among modalities. The rest of
the demonstration is made by structural induction. d

2.3. Compatibility Rules

In this section we define the symmetric prediogtenp(1, J) as "I andJ are compatible
with each other". Compatibility between interfadeand.J is informally defined as follows:

I =must? mimpliesJ = must! m

I =may? m impliesJ =must! morJ=may! morJ =0o0rJ =may? m’
I =must! m impliesJ =must? morJ =may? m

I=may! m impliesJ =may? m

I=0 impliesJ =may ? morJ =0

The compatibility rules are actually defined using several elementary compatibility rela-
tions: compatibility between modalities, messages, and finally types.

We first define the compatibility between modalities, as the symmetric boolean relation
Compmod(mody [!|?], mod  [!|?]). Its truth table is reproduced hereafter:
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I
J must? | may? | must! | may! 0
must? N
may? v v v |V
must! N N
may! N
0 N N

We define als@ompmsg, a relation over message types. Two message types are compati-
ble iff they have the same name and their arguments are pairwise related such that arguments
of sent messages are subtypes of arguments of received messages. This is formally defined
(with M, the sent message, and, the received one):

Compmsd My, M) = Compmsg My (11, ..., 1), Mo (J1, ..., Jn))
EM =M A Vi, I <J;

We can then define the compatibiligomp(1, J) between two interfaces as compatibility
between modalities and messages, and transitions must lead to compatible interfaces. This
is formally defined recursively as (with € {?,!}, and wherd*] means that th&-construct

may be present or not):

Comp(I,J) = Comp(J,1)

Comp(0,0)

Comp(0,mod y py [ St M[; Ji]1) & Compmoed(0, mod.; py)
Comp(may? [*][ X My; I ], a

(1>

true

may? (s M) T
Comp(mody ' [ X My; I 1, A | 5
mody ? (LS ML 1) Compmod(mod !, mod ; ?)

A (Vk, 3l : Compmsg( My, M]) N Comp(Iy, Jl))

The recursive definition indicates that the compatibility of a pair of interfaces is a boolean
function of a finite set of pairs of interfaces. This definition also closely resembles the defi-
nition of simulation or equivalence relations over finite state transition systems. Hence, the
verification of compatibility always terminates, and can be performed with standard tech-
nigues in a quadratic complexity with the number of interfaces (intended as different states
of the interfaces). Due to the abstraction used in the definition of interfaces, such number is
small with respect to the complexity of the component behaviour. Moreover, the wide range
of techniques introduced for the efficient verification of finite state systems can be studied in
search of the ones that best fit this specific verification problem.

2.4. Properties of the Subtypes

In this section, we prove the classical property of subtypes, i.e. that a subtype can replace
supertype without any change of the partner of the supertype:
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Property 2
IfT < S then VI, Comp(I,S) implies Comp(I,T)

Lemma 1 (subtyping and modalities)
Imeod jm Smod then VImoda C’OTnpmod (Imod; Smod) lmphes COWmeod(Imoda Tmod)-

Proof. Straightforward from truth tables of,,, and Compy,.q (by looking only at cases
whereT andS modalities are different, there are 5 cases). O

Proof (prop. 2).
By induction on the structure of the types. We omit the case whesea server, but proof is
identical. Giverl', S and! such thafl" < S andComp(I, S). There is three cases:

1) S is receiving.

Let's write S = mods ? [ > 1<icom M?Z(J?P); Si]. Receiving supertypes are concerned
only by rules ST-RECV, ST-RECV*, which giV€ = modr ? [*][ Y1, M (JF); T1 ]
with: modr ? <., mods?, n>m and vVl € {l.m}: J° < JI, T} = S;, M = M{.

Compatibility betweerd andS has the following cases:

I=0o0rl=may? [*[ 3, M{(J}); I ].
Then we have&omp(I,T) = Compmed(modr, modr ?) = true, by lemma 1.
I=mods [ 3, MIJD); I 1.
ThenComp(I, S) is written:
Compmod(mod; !, mods ?) A Vk, 3 : Compmsg( ML, M) A Comp(I}, S)).
By lemma 1, the left term of the conjunction impli€®mp(mod;!, modr?). As for
the right term, we have by definitiafiompmsg( M{, M) £ M} = M7 N JL < J7 &
M} = M A JE < JF by definition of 7' < S and transitivity of<. Moreover, as
Comp(I, S;) is true, we have, by inductiofl; < S;, and by lemma 1Comp(I, T;)
is true, which leads to the conclusion.

2) S is sending (the reasoning is similar to the previous case).

Cases wherd" is not sending are trivialS has thermay! modality, thusl hasmay?
modality which is compatible wit® andmay? , hence withT".

Supposel is sending, and let's writ&§ = mods ' [ Y1 ¢/, M2 (JP);8] andT =
modr ! [Zlglgn MZT(le);Tl], with n < m, modr ! <,,, modg ! and
Vie {L.n}: JE 2 IS AT; < S; A ME = M. I has to be receiving:
I=mod;?[ >, ML(J}); I ]. Compatibility betweerd and.S give:
Compmod(mods !, modr ?) AVEk € {1.m},3l : Compmsg(M,f,MlI) A Comp(Sk, I)).
Particularly: Vk < n < m,3l : Compmsg( M7, M) A Comp(Si, I;). As M = M7,
j,f =< jkT andTy, =< Sk, we are sure that, for any message fréinthere exists a message
from I satisfying M, = M/ A JI' < J' A Comp(Ty, I;). Finally lemma 1 allows to
conclude.

3) S has no action{ = 0).

ThenT hasmay? modality, andl has eithermay? modality, or is inactive @).
Comp(1,T) is straightforward. O
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2.5. Dual Interfaces

We define a duality relation, noted,. for peer interfaces, such thaf is unique and
compatible with/. The dual off is simply calculated by exchanging sendings and receivings:

0P 20
(mod ! [ $;M;(J;); I ])D 2 mod ? [ i M;(J;); LT ]

(mod ? [ ElMl(jJ, Ii ])D £ mod ! [ ZlMl(jz), IiD ]

The dual has the following properties (where the first three ones are obvious):

Property 3 (dual)
31 IPis unique;
320 (IP)P =1;
3.3) Comp(IP,I);
3.4) Comp(I,J) < I < JP: the greater supertype compatible with .J is J7;
35) I=<JsJP<IP

Proof (prop. 3.4).

1.=: Proof is similar to the one of property 2. Sketch is the following.

Supposd is sending. We have:

I =mod [SpML(I});Ix] J = mod ?[Si M/ (J}); 7] JP = mod ;[ S M/ (J)); JiP]
The definition of compatibility give:

Compmod(mods!, mod ;?) and Vk,3l: M} = M AT, < J/ A Comp(Iy, J;)

From which we deducerod;! < mod ;! and, with a rearrangement of messages:
mOdII[Eleg(f];), I 1= mOdJ![ElMlJ(jl/); J; ] with f;c = jl/ A\ C’omp([k, Jl)

With the induction hypothesis, we havg < J,P. We conclude/ < JP.

Casel = 0 is similar: J is eitherO, ormay ? [ ...], the dual of which is supertype of
0. Casel receiving is dealt the same asending: casd sending is identical. Wheui has
may? modality, thenl has the same modality, and the subtype relation we are looking for is
may? < may!, which is true. Casd = 0 andl = may?[ ...] leads tol < JP.

2. &

We haveComp(J?, J) (prop. 3.3), from which we dedudgomp(I, J) (prop. 2). O
Proof (prop. 3.5).

I=Js Comp(I,JP) < JP < IP O

2.5.1. Duality and Server Types

Our dual function can be extended to server types as follows (where the dual lo¥gs the

(mod ’)*[EzMz(jz)u I; ])D £ mod ! [ELML(jl), IiD ]

The dual is unique, but we no longer have, for a seWe(ID)D = I. However, other

properties hold, especiallyomp(I, J) < I < JP.
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3. Component Model
3.1. Informal Presentation

Our computational model describes a system as a configuration of communicating compo-
nents. Each component owns a set of ports, and communication is by asynchronous message
passing between ports. Sending from a port can only occur if this port is bound to another
"partner” port; then, any message sent from it is routed to this partner port. An unbound port
can only perform receptions (this is the typical case for server ports). We consider dynamic
configurations: a component may create new ports and may also dynamically bind a partner
reference to any of its owned ports. In our setting, both peer to peer and client/server com-
munications can be modelled: when two ports are mutually bound, they are peers; when the
binding is asymmetrical, the bound port is a client and the unbound port is its server. We
constrain peer references/ports to be private [NNS99], meaning a peer port is known only of
its partner. Figure 1 shows a configuration made of three components. Note haw(iport
C1) is asymmetrically bound te (in Cs; flag * indicates that referenceis a server), and the
peer to peer binding between portandy (in Cs, C3), and betweem andv (both inCh).

Ry = {u,v,w,c,s*}, P1 = {(u—v),(v—ou),(c—s*)}

Ry ={s"z,y} Po ={(s" = L), (x —=y)}  Rs={z,y} Ps={(y =)}

Figure 1. An example of a configuration

Components are also multi-threaded. We consider here an abstract thread model, focusing
only on external, port based, manifestations of threads. Thus, an active thread is a chain
made of a head port (the active port), and a tail (the ordered sequence of suspended ports).
The thread chain may dynamically grow or decrease: this happens when the head port is
suspended and the activity is given to another port, and when the head port is removed from
the chain (because it terminated or became idle) and the port next to the head becomes active.

Since in this paper we focus on the interface typing issues, we do not provide a fully-
fledged syntax for components. Rather, we define an abstract behavioural model of compo-
nents in terms of their observable transitions and their multi-threaded, port-located, activi-
ties. The abstract model defined in this section is general and independent of any concrete
behavioural notation for components.

3.2. Notations for Components

A component is made of a state, a set of ports, a set of references, and a set of threads.

The set of references is not&] and is ranged over by, v, w, ¢, s*. The *-mark points
out areference to a server port. Classical set notation is used for the operatiyizoovever,
we use the unorthodakUw notation for the insertion of elemeaniinto R, without duplicates.
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The set of ports is note®. It is a set of mappings from ports to partner references.
Elements oP are noted(— ). If a portw is bound to a partner, then(u — v) € P. If u
has no partner, thefu — L) € P. We also writeu € P if « is a local port belonging tB.

The following operators will be useful for the manipulation of port mappings:

Plu — 1] portu is added tdP.
Plu — v]  bind the partner to portu. Overrides the previous partner.
P\u remove the port. from P.

The set of threadq,, reflects the state of the ports of the component and the dependencies
between them. A port depends (or suspends) on a peshen an action from, was not
terminated, and this action needs some interaction fsqmith v’s partner). For example,
in a proxy component, if. receives a request from a client, it will suspend tavhich will
forward the request to the server and recover the answer;:ithvati become active again
and answer back to its client. The status of a port is abstracted from its activity (activated,
suspended or idle) and from its state (sending, receiving or no action). We formally denote
the activity state of a port asup?, with activity p and stater such that:

I wisinasending state

p=<? wisinareceiving state — e Q
u has no action @

u IS active
o =1<¢s wulissuspended (by a port) 4
i wuisidle

o

o})

The state diagram shows the possible evolutions of the activity of a port. For example,
u!? shows that the poti is active, and its next action is sending. This port can either send its
message, be suspended by another port, or become idle. Some restrictions apply:

—when a port is created, it is in an idle state;

— 0 is terminal.«0? can only give back the thread of control, becont&and vanish;

—u!? is an active port waiting to send a message. It can either send the message and
change its state, suspend to another port, or become idle;

—?%is an active port waiting for an incoming message. It can either receive the message
and change its state, or become #dle

— only the sending ports can be suspended: combinafdris forbidden.

We letz, y range over port activity states. We use the notatior- y which denotes:
is suspended by; this means that the activation ofis pending untily terminatesy has no
action) or passivateg pecomes idle).

T = t1]---|t, is a set of parallel threads where a thredd a sequence; — x5 —
- — x,. We notejt| the length of thread. This sequence has the following constraints:

2. However, a receiving port can become idle only if it will no longer receive messages (see Section 4).
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x; = uy! S iff i < |t (all the ports but the last one are suspended)
n=|t| > 1=z, =u,p2 (a sequence of more than one port ends with an active port)

In this paper, our model does not take into account dependencies between threads, for the
sake of space. However, this extension is fully developed in [Car03].

The following operations ofi are defined. We add a pool of idle ports: in the rules, ports
are created and removed from this pool. Each port occurs only orice in

T up add a port in the idle ports pool.

T\u removeu from T and activate the port that was possibly suspended by
This operation is defined only if is the head of some threadt T.

T[u»— v]  suspends pott to portv.
This operation is defined only if is the head of some thread € T
andw is in a singleton threat, = vp' € T. It changes the state af
to suspended, adds the new heal to ¢;, and removes,. Note that a
port can be head of only one thread at a time.

Tlup'/up]  modifies the state of a port IP: only p changes te'.

Tlup®?] changes the activity of a port fromto o’.

T(u) returnsp? if up”® € T.

3.3. Communication Medium

As indicated in the introduction, communication between components is by asynchronous
message passing. Thus, a message is first deposited by its sender into a communication
medium and, in a later stage, removed from this medium by its receiver. The delivery dis-
cipline that we adopt is first in first out. We defid&m as a communication abstraction
containing a collection of fifo queues, one for each port in the component: messages are
written to and read froni’'om. We define the following notation affom:

Com|<w] inserts a new queue for part

Com.u the queue for port. It is an ordered set of messages &/ (w)»
wherev is the reference of the sending patt, is the name of the
message, and its arguments. I is not definedCom.u = L.

Com\u the queue: is removed.

Com[up] remove from the queue associated witthe next message.
Com[u<v: M(w)] put messagew M (w)» in the queue associated with
Com.uy, yields the next message (in quew)eto be treated.

3.4. Component Semantics

A component is defined by its state and its set of ports, references and threads:

B(P,R,T)where B is the state of the component;
P, R, T are the ports, references and threads as defined previously.

The rules in Tab. 3 describe the semantics for the components, showing the transitions a
component may perform in a given communication abstraction. A transition may change the
state of the component itself and/or that of the communication abstraction. The actions of the
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component deal essentially with handling of ports (creation/removal), references (bindings,
removals), threads (activate/suspend) and messages (send/receive).

C-CREAT allows creation of a port in the component. The rule adds an unbounded and idle
port, a reference to this port (so it can possibly be sent), and a corresponding qu&ue.in
C-REMVPORT removes a port. It occurs only if the port is idle and its queue is empty.
C-REMVREF removes a reference froR. This reference must neither be a partg P),

nor bounded to a port(¢ CoDom(P)).

C-BIND deals with binding of a partner. It is allowed only if the port has no partner
((u — L)), if the port is sending, and not suspenddd«) = !*")3. If the partner is a

peer reference, it is bound to only one port at a tipe{(v) = v € CoDom(P)).

C-ACTV allows the portu to suspend on a pokt. © must be active, in a sending state
(T(u) =1%), andv idle, in a sending statd(v) = !").

C-ACTV2 activates a port (from the pool of idle ports) with its own thread.

C-DEACT deactivates a port; this port has to be active.

C-SENDdeals with sendings. The port must be active, in a sending state, bound to a reference
((u — u')). Sent peer references must not be bound to a peet: () N CoDom(P) = @),

and must be removed froR (R" = R — peer(? U {u})); as the reference to the port is also
sent, it is removed fromR if it is a peer. This ensures that peer references are known from
only one component. After the sending, the port changes to the next attienT[up/u!]).
C-RECYV deals with receivings. The sender becomes the new paRher P[u —o u”], only

if u is a peer port), and the old one is removéd'((u — u’)} removed fronR); this allows

the partner to delegate its behaviour to another port. Received references and the new partner
are stored irR. After the reception, the port changes to the next acfion= T[up/u?]).

3.5. Configuration of Components

When we take into account a configuration made up of several components, we consider
the communication mediurfom as shared among the components. This way, queues are
shared and components can communicate through them, asynchronously. We give in Tab. 2
the communication rule for a configuration with two components, illustrating the sharing of
Com. Extension to configurations with more components is straightforward.

Bi(P1,R1,Ty),Com % B (P}, R}, T)), Com’

CPAR
Bl(Pl, Rl,Tl) ‘ BQ(PQ, RQ,TQ),CO’I’TL i Bi(Pll, Rll,Tll) ‘ BQ(PQ, RQ,TQ),CO?’R/

Table 2. Rules for configurations of components

4. Contract Satisfaction

The interface language presented in Section 2 imposes constraints on the remote inter-
face, which will imply constraints also on the components. In this section, we present typing
relation between components and the interface language, so the component will respect a

3. Binding a reference to a receiving port is useless as it will be erased during the reception (cf. rule
C-RECV) and a binding when the port is suspended can be differed until the port is active.
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PP=Pu—1l] R =RUu T =T|up
Com’ = Com|[<u]

B(P,R,T),Com

C-CREAT ugP A Comu=_1

creat(u)

B'(P",R",T"),Com/

P’ =P\u R' =R\u T=T\u

Com’ = Com\u i
C-REMVPORT T(u) = p' A Comau =2

B(P,R,T), Com ™2™, prp! R T'), Com!

R'=R\u
C-REMVREF o u & P UCoDom(P)
B(P,R,T) B'(P,R",T)
P’ = Plu —o ]
C-BIND i O
B(P,R,T),Com ——""24 B'(P',R,T), Com
T = Tu — v :
C-ACTV g T(uw) =1 A T(v) ="
B(P,R,T),Com =2, B'(P,R,T'), Com
T/ =T i—a )
C-ACTV2 actv([ff)p | T(u) =
B(P,R,T),Com — B'(P,R,T"),Com
T =(T i
C-DEACT (M) [up T(u) = p?

deact(u)
—_—

B(P,R,T),Com B'(P,R,T'),Com

R =R — peer(? U {u}) T = T[up/u!] Com’ = Com[u' <u:M(?)]

C-SEND 2 A
B(P,R,T),Com MO, prp R T'), Com’
T = Tlup/u?] R' = RU {refs(9),u"} — {u'|(u — u') A peer(u’)}
Com/ = Com[ur] P' = P[u —o u"] if peer(u)
C-RECV v

wiu' ? M (D)
—_—

B(P,R,T),Com B'(P",R",T"),Com/

O2w—ol) ATw) =" AveR A (peer(v) = v & CoDom(P))
ANET(w) =1 A (u—ou') A u' €Com A refs(t) CR A peer(d) N CoDom(P) = @

v 2 T(u) =2% A Com.au, =" M(D)

Table 3. Rules for component semantics
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contract described by this language. The definitions of Section 3 are extended with the no-
tion of contract. This notion is based on observers: the contract observes the actions of the
component; if the action respects the contract, component and contract will evolve together.

A component has a set of contracts, one for each port. We use the notation:

w:T,u<:T wu has the behaviour described by the typéu.:T") or a subtype of " (u<:T)
(B,C) contractC' is associated t@. C'is a set of(u : T), such that each reference (ports
and partners) has an associated type. Addition of a reference is déheted T’
(if w:T" is already inC, there is no addition), and remov@h«. Modificatiorf is
denoted”[u: T’ /T] when the type of. changes fronT" to 77, andC[v: T" /u: T
when the reference: T is replaced by another referencé: 77. We also write
w:T for u: T € C, when there is no ambiguity (especially in the rules).

4.1. Rules for Contract Satisfaction: Valid Transitions

The rules (Tab. 4) are based on the ones of Sect. 3, whé&rehyis abstracted from the
state structure. Contracts are known locally: there is no global environment gathering them.

The predicatlust(T) states that any pott of the threadr which is typedmust! is not
suspended by a postwhich is typedmay? . This predicate is to be verified each time a port
can change its state to a reception, meaning after a sending or a receiving. There is no need
to verify this predicate when a port suspends to another one, because component semantics
forbids the latter port to be receiving.

CREAT allows a port to be created. It adds the type of the po€t to

REMVPORT concerns removal of a port: its type is removed frémNo condition relates

to the rule, but an active port in reception which can possibly receive a message cannot be
removed. Indeed, rule DEACT prohibits an active port in reception to become idle, except in
an exceptional case, where the corresponding port will no longer receive messages.
REMVREF removes a reference froR. It is allowed only if the reference is not typed
must? : otherwise the component will have to interact with this reference, or send it.

BIND is very important, as it concerns binding of a reference to a port. Port and partner must
have compatible types. This enables dynamic links that are valid.

DEACT authorises deactivation in the following cases:is not in a receiving state
(«u:T £ mod ? [*|Myx»), or the type of partner af is a subtype 00 (thenu has the typ®
ormay?). Regarding as to the second point, the poxtill never send messages: corollary 2

in section 5.3 ensures that the real type of poid a subtype of the type of threferencev,

hence theort v is a subtype 00, and is not in a sending stéte

SEND verifies the sendings. Wheansends messagk/;, then its type and the one of its
partneru’ will evolve accordingly. Sent references must be of the right type, and, for the peer
references, removed frofi («peer (T, N P)» gives peer references that are not local ports).
RECV verifies receptions of messages, when the port is bound to a partner (the type of this
partner is inC: v’ : T" € C). Once reception is made, the type of the port and the one of its

4. Concerning servers: the contract keeps the initial type of the serves, @) uses reference*: T,

once the first message is sefitwill contain bothg* : 7" andg: 7", with 7" the next type of the server.

5. The demonstration of the corollary given in section 5.3 is done by induction on the rules; the reason-
ing we gave may appear circular, but the corollary and this proof can be shown without rule DEACT.
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For the sake of readability, we abbreviate:
My, £ [Sp My, (Uy); Tiol, Mg £ [Sp My (U}); T)1 mys 2 My (0)

creat(u)
-

w:T B(P,R,T) B'(P",R', T

CREAT - ) -
(B(P,R,T),C) & (B'(P,R, T'),C < u:T)

) remvport(u)
—_

w:T  B(P,RT B'(P,R.T)
(B(P,R,T),C) S22, pr(p! R T'), C\u)

REMVPORT

w:T  B(P,R,T) 2™, pip R T)

REMVREF

(T # must? My)

(B(P,R,T),C) =, (pr(p! R/, T'), C\u)
wT 08  BP,RT) MU= prp RT)
BIND B R A— - Comp(T, S)
(B(P,R,T),C) ——— (B’(P',R,T),C)
deact(u
ogact BPRT) deact®@, pr(p! R, T) ( wiT % mod ? [¥|Ms )
(BP.RT).0) M ((p 1), 0) \ V() e <0)

w:T = mod! My, o :T" = mod' ? [*|M4 B(P,R,T) LR B'(P,R,T)
SEND <

(B(P,R,T),C) “™™, (B'(P, R, T'), Clu: Ty /T, ' : T ) T"]\ {peer(sy, N P)}

w:T = mod ? Mx,
W:T' =mod | MYy  B(P,R,T) 2™, p/(p' R, T)

RECV ,, - -
(B(P,R,T), () L2, (B/(P! R, T), Clus Ty T T 1) <= 5:07)

AAN(u—u)eP

w:T=mod? My  B(P,R,T) "™, pr(p' R, T')

RECV-UN R - — AA(u—ol)€EP
(B(P,R,T),0) X (B"(P",R,T'),Clu:T},/T] < u':T},7, 9:Uy,)
RECUs w:T = mod ?*Ms B(P, R, T) ww?my,creat(u’),bind(u’—ow),actv(u’) B,(P/7 R/7 T/)

) u Jutw?my
—

(B(P,R,T),C B'(P',\R'.T),C < u T, w:T;,P, v:Uy)

B(P,R,T) % B'(P',R,T)

OTHER — .
(B(P,R,T),C) % (B'(P, R, T),C)

a € {actv}

£ 4, <:Up A Must(T') A 2 len(d) = len(Uy) A Must(T')

<«
Must(T') = Vu € T, (u:must! My) = Vo, u —* v : =(v:may? Msx)

Table 4. Rules for contract satisfaction (valid transition)
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partner evolve accordingly. Concerning the partner, modificatiaf &ssociates the type of

the old partner/, whose typel” becomed, after reception) to the new partner’(which

is then typedr}). Corallary 2 ensures that the true typeudfis a subtype of ;.

RECV-UN deals with receptions when the port is not bound to a partner. Thus the type of
the partner is unknown. We choose to associate to this partner the greater possible supertype,
which is the dual type of the port receiving the message (prop. 3.4). Received references are
stored with typdJ;,, which is necessarily a supertype of the real type of the references.
RECV* checks the correct operations of a server: the component must create a port at once,
which will answer the request (sequenae: @ ?my, creat(u’), bind(u' —o w), actv(u’)»).

Just like rule RECV-UN, the partner is given the dual type of that of the server port.

OTHER gives all other valid transitions, where the é&is not modified.

We do not check the type of received arguments, because the message was sent according
to the type of the sender; as the sender has to be compatible with the receiver, we are sure the
arguments are well-typed. We aim also at an optimistic verification, where the environment
has to respect the interface semantics: received messages not allowed by the type are not taken
into account. Interactions between ports of the same component is also a bit tricky.«Given
andv such ports, the component can behave suchutssnds messages t9 knowingwv is
in the same component. Consequences of such a behaviour enforces the environment not to
interact with portv. Just like the environment must respect the interface type it simulates, it
must also respect privacy of peer references (i.e. it does not know refer@mtgs case).

4.2. Rules for Contract Satisfaction: Invalid Transitions
Rules of Tab. 5 give the error cases, where the component does not respect its contract.

REMVREF-ERR raises an error when a reference typeast? is removed fronR.

BIND-ERR states that port and reference cannot be bound if their types are not compatible.
DEACT-ERR forbids a port in a receiving state ( mod ? ...) to become idle if it has no
partner, or if this partner can possible send messagé®8). This ensures corollary 1 (sect.5).
SEND-ERR concerns errors while sending messages. Two cases arise: the message is not in
the list of authorised sendings, and when the type is asking for a receptior.or is
RECV-ERR concerns reception of messages not performed.

RECV*-ERR deals with server ports in the component, when a port is not immediately cre-
ated upon the reception of the request.

MUST-ERR is used when predicaidust(T’) is false (meaning: a port typedust! is sus-
pended by a port typemhay? ; consequence is that the first port may not honour its contract).

4.3. Component Honouring a Contract

A component honouring a contract, not&dP, R, T)ix C, is such that the reduction
process will never lead t@rror:

B(P,R,T)x C iff VB',C’"suchtha(B,C) —* (B',C"): (B',C") - Error
5. Sound Assembly of Components: Definition and Properties

So far, we defined compatibilities between a component and its interface types, and be-
tween interfaces. In this section, we investigate properties on an assembly of components,
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For the sake of readability, we abbreviate:
My, £ [ My (Uy); Til, M, £ [S My (U}); Ty] - my £ My ()

wT  B(P,RT) ™, pp R, T)
REMVREF-ERR N
(B(P,R,T),C) — Error

T = must? My,

wT v:S BP,R,T) 2= pip' RT)
BIND-ERR = - Comp(T, S)
(B(P,R,T),C) — Error

deact(u) ’
T =mod? MMy  B(P,R,T B'(P',R,T —
(B(P,R,T),C) — Error V((u—ov) Av £:0)
w:T = mod p [*|Ms B(P,R,T) e’ B'(P,R",T') /
SEND-ERR . —m’:Ms V p="2,0
(B(P,R,T),C) — Error
w:T =mod ?[|Ms,  Vk, B(P,R,T) ““2™. g/(P' R, T)
RECV-ERR ~

(B(P,R,T),C) — Error

ww?mg ,creat(u’),bind(u’ —ow),actv(u’)

w:T = mod ?* M, B(P,R,T)
RECV*-ERR =
(B(P,R,T),C) — Error

B'(P',R', T

B(P,R,T) — B/(P/7R/7T/) ,
MUST-ERR - ~Must(T)
(B(P,R,T),C) — Error

-m/': Ms, 2 m/ = M'(?') ANVk, M’ # My, V —oy,: U},

Table 5. Rules for contract satisfaction (invalid transitions)

and prove safety properties (no error occurs, and no deadlock between ports will occur), and
liveness properties (all messages sent are eventually consumed).

For the sake of readability, and to abstract from component structure and its contract,
we denotew : T' € R to indicate that, in the contracted componéhP, R,T),C‘: u € R
andu:T e C. Also, we write(u: T — v : T") to state that, inB(P,R,T),C, we have
(u —v) € Pandu:T,v:T" € C.

5.1. Assembly of Components

We define an assembly of components as a configuration of components with their con-
tract, and ready to interact via a communication medium. An assembly, in its initial con-
figuration, encompasses both client/server and peer-to-peer bindings. It has the following
properties, where the last two ensure that a peer reference is private [NNS99]:
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— the configuration is reference-closed: references designate ports in the configuration;

— all the ports are active on independent threads;

— peer ports in reception have a unique partner in the configuration;

— a component knows no peer references, except those of his own ports and their partners.

Definition 1 (Assembly of Components) 3
-/4 == {(Bl(Pla Rla T1)7 Cl)v ey (Bn(P7L7 an Tn)a Oﬂ)a Com}

Vi, u : u € R; = 3j such thatu € Py
Yu € UP; : T(u) = p?
with the 4 properties: “ a () . P
Vu € peer(UP;),u?" : 3, j such that (v — u) € P;
Vi : vueER;=ueP; VIv:(v—ou)eP;

Then, a sound assembly is an assembly where each component satisfies its interface con-
tracts, and linked ports have their interfaces mutually compatible:

Definition 2 (Sound Assembly)
A is sound (denoted = A) iff

Vi: (Bik C;) A ((u:T, —ov:T,) € Py = (Comp(T,,T,) A 3 j,T' suchthatv<T' € P;))

5.2. Compatibility and Message Consumption Properties

Compatibility relation is very important in our study. The following property ensures all
references bound to port are such that their respective type are compatible.

Property 4 (Safeguarding of Compatibility)
Ifix A, thenVC, A —*C, we have: Yu,v € C,(u:T, — v:Ty,) = Comp(T,,T,).

Proof. By structural induction, and from the definition of the compatibility relation (inter-
faces evolve towards compatible types). O

The next propertyps,, of a sound assembly states simply that soundness is maintained
throughout the evolution: a configuration of component never leaBsrto:

Theorem 1 (Subject Reduction)
If A is sound, then A E Py, with Ps, 2VC : A —* C,C - Error.

Proof. By structural induction on the transition rules. The property is satisfied by observing
that the only way a configuration can leaddwor is by violating compatibility rules. O

Corollary 1 (Message Consumption)
If A is sound, then A E Py,

with: PmcéVu,v,i,M: (u—ov) c PZ’(C“_“IA/I_}

C/) = HC”,CW: c —* " viu? M c"

Proof.  This corollary is a consequence of theorem 1, the use of FIFO queues and the
constraint that a port in reception is active. O
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The corollary ensures that in the future, a transition will be able to consume the message.
However, since the rules compete with each other, we have to assume fairness in this compe-
tition. Hence, the corollary ensures the consumption of the message in the future, but modulo
fairness.

5.3. Type of a Reference in the Configuration

This section presents an interesting property that relates the type of a port and the type of
the reference pointing at it. The following lemma gives such a relation.

Lemma 2
Given B, (Py,Ry, Ty) and B(P,R, T), withu & Ry, w:Tpay € R, and Com.u = &. Then:

(’U,:T —o ’UZT/) € P, :>T/D = Tpart

(UIT—O J_) eP,=>T= Tpan

The lemma applies only when refereneeand the corresponding port are in different
componentsy ¢ R,); type comparison is possible only if queues are empty, and shows that:

— if port w is bound tov: the type of reference is a supertype of the dual of the typew«f
— if portw is unbound: the typ&pa. Of reference is a supertype of the type af

However, we will rather use the corollary which rises from this lemma, namely that the type
Tpart Of referenceu is supertype of the type of post

Corollary 2 (relations between the type of a reference and the type of the associated port)
Yu such that Com.u = &:

UTpat ER AN u:T € Py = T = Tpap; ifu € Ry wehave T' = T},

Proof. Straightforward from lemma 2 and property 3Gdnp(I, J) < I < JP). The case

u € R, has two possibilities: poti has not yet been sent outside the compor&nt(Ta.

is then obvious), or port has been sent, and was received later on by its own component. At
the time of the reception of the referenee,7”, is saved withC' <= « : T, which does not
modify the type ofu in C; equality7 = Tpart follows. O

Proof (lemma 2, sketch).
By induction. As queues have to be empty, we consider that messages are consumed imme-
diately. Note that the lemma is verified during the assembly, from property 3.5.

Demonstrations for rules CREAT, REMVPORT, REMVREF, DEACT and OTHER are
straightforward. As for BIND, conclusion is quite obvious; concerning the bound partner:
hypotheses are not changed while applying the rule. Concerning the port: the latter is sending;
as we had, before the binding, — ), necessarily, € R,, because a port which is sending
cannot be sent. The lemma is then not concerned by this case.

Concerning rules SEND, RECV, RECV* and RECV-UN: we suppose a reception happens
right after a sending. We have the following cases:

referenceg;, in the arguments of the message
Reasoning is straightforward, by looking at compatibility and subtype relations: while
passed through messages, references are associated to a supertype of their current type.
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unknown partner at the time of the recept{onle SEND followed by RECV-UN or RECV*)
We use the dual property (Sect. 2.5). Note that, in the rule, the dual is applied only to
peer references. Before applying the rules, we had (wibnding and receiving):
(u:T —ov:Tpay) (v:T" —o 1) with, by inductionT” < T,
Let’s write T}, T;a,tk andT], the types resulting from the sending or receiving of mes-
sageM;. Whenu applies SEND, and applies one of the RECV rules, we have:
(w:Tp —v:Thae ) (v:T} —o u:T}7) with T}, < Tpae
Concerningu, we use the induction hypothesf§ < T,;ank and property 3.5 to prove

(Tpan,

D D
)? 2 T;. Concemingy, (T,7)" < Tpay is straightforward ("~ = T}).

known partner at the time of the recepti¢mle SEND followed by RECV)
With the same reasoning (withsendingp receiving,w equal or different fromu):
(u:T —o v:Tga) (v:T" —o w:T") with TP < Thart
Whenu applies SEND and RECV, we have:
(T —ov: Ty ) (v:T} —o w:T}) With T}/ < Ty
Concerningy, T,;’D = Tyan, is true. We easily deduce, for the part (T‘;a,tk)p i

from (T,;’D)D — T} and property 3.5. O

5.4. External Deadlock Freeness

External deadlock represents the situation where a set of ports are inter-blocked because
of a dependency cycle. The simplest form of external deadlock is written:
(u—ou') A (v —ov') A (u!® — v2%) A (V1% — u'?2%)
u sending is blocked by which is waiting forv’ to send which, in turn, is blocked hy,
which is waiting foru to send.

The general case can be formalised, on the principWaif-For-Graph as the existence
of cycles in a dependency graph. We introduce a new dependency relation between the ports,
named external dependency, denoted-» -. This dependency relates the communications
between distant ports. For exampl@® ---»v!° meansu depends om, more precisely:
waits forv to send.

Definition 3 (External dependency ---»)
u---»v iffu?® A (017 A (v —ow)) V (2% A (u—v) A u:M(...) € Com.w))

Remarks: if v andv are both typednay?, all queues are empty and there is no dependency.
In the other cases, the fact thatan be in reception:?® ---»v?%) is a particular case which

is due to asynchronous messages: this case shows tilaatjust sent a messagé and waits

a response from, whereas has not yet consumett/.

A deadlock is then formalised as follow:

Definition 4 (Ext_deadlock)
Ext_deadlock(C) £ 3(u;)1.,, € C such thatVk < n : u;Su;y1 A upSuy
with uSv = true when u is suspended tov: uSv £ u— v V u ---»v

Note that idle or active ports in a sending state are not concerned by a deadlock.
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Theorem 2 (External deadlock freeness)
If A is sound, then A & P.q¢ with Pogs 2 VC, A —* C = —Ext_deadlock(C)

The deadlock freeness problem has received attention recently. A work on this issue
which is very close to ours is the one by Naoki Kobayashi [Kob02], where the author does
havemay andmust actions (in terms of capabilities and obligations), but communications
are synchronous, and constraints between compatible types are too restrictive for our study.

Proof of theorem 2 is tedious. Even if interfaces are mutually compatible, it is not straight-
forward that a deadlock will not arise between components (ports in a component may be
suspended by other ports, which leads to potential dependencies between threads added to
dependencies between ports). The proof needs two lemma, presented hereafter. The first one
indicates where a peer reference is.

Lemma 3
Given a peer reference v, one and only one of the following alternatives hold:

1) if 3B(P,R, T) such that v € R, then B is unique;
2) I(u, M) such that M (..., v,...) € Com.u; moreover AB(P, R, T) such thatv € R;
3)3M(...) such thatv:M(...) € Com.u A (u /o v); moreover }B(P,R, T): v € R;

Proof. By structural induction. We present here the non obvious cases.

¢ Rule SENDu sends messagd, (9) towardsu’. We will use the notatio®,, (P,,, Ry, T.,)
for a component for each € P,,. We consider three kinds of references:

a peer reference € ¢ is in an argument of a message
By induction, B,, is the unique component knowing(v € R,); whenv is sent, it is
removed fromR,,. Hence, after applying SEND, is known of no component (point
1. of the lemma is false), and there is a unique messag@®in such that is in the
arguments of the message (point 2. of the lemma is true). Point 3. of the lemma is also
false.

referenceu’ which receives the message
Lemma remains true far’: only the first point of the lemma is true/(¢ R,,).

referenceu that sent the message
Considering the case wheréis bound tou, we haveu € R/, and points 2. and 3. of
the lemma are false. Considering the case wleret v), two possibilities arise:
u is sending for the first time towards. First, let’s look at the binding ai’ to portu.
It may be due either to a reception of a message or to the BIND rule. The first case
is impossible because’ /4 u), sou’ could not have send the message. Hence,
(u — u’) is due to the BIND rule, and no reception has occurred sinceu s
sending for the first timey has made no action between BIND and SEND. Thus,
we know that since: has been created, it was always in a sending state. As this
is its first sending, we have, before applying SEND< R, thus only point 1.
of the lemma is true. After the sending, only point 3. of the lemma is true.
u has already sent a message towatds Point 3. of the lemma was true, which
remains true after the sending (note that the first message: thextit is not yet
consumed by,’, becauséu’ /o u)).
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e Rules RECV, RECV*, RECV-Udketch): reasoning is the same as for rule SEND: we
give here only a sketch. Considering messelgé// (v) received byu, we have three cases:

references as argument of the received message
Concerning those references, point 3. of the lemma is true before the reception; only
point 1. is true after the reception.

the referencey’ that sent the message
In the case wheréu — ') before the reception, then there is no modification (only
point 1. of the lemma is true). In the case whetdés a new partner fot, then point 3.
of the lemma was true before the reception, and only point 1. is true after.
referenceu that receives the message
There are no changes during the application of the rule. O

The second lemma concerns external dependency relations between peer ports. It shows
that this relation is unique. It is a consequence of lemma 3.

Lemma 4
If u and v are peer ports such that u ---+v, then v and v are unique.

Proof. Givenw andv such that, ---»v. By definition:
u?* A (017 A (v —ow)) V (v?* A (u—v) A u:M(...) € Com.w))
We have two cases (we dendsg (P, R., T,) the componenB,, such that. € P,,):
vis sendingw!” A (v —o u).
As v can have only one partner, there is only anguch that: ---»v. Concerning the
unicity of v: as we havév — u), necessarily: € R,, (by looking at how a binding is
made — through BIND and RECYV rules — and also because a bounded reference cannot
be sent). Suppose there exi&ts (P.,, R, T.,) wherebyw # v and(w —o w); then
we haveu € R,,. Lemma 3 ensureB,, = B,,. As it is not possible to have, in the same
component, a reference bound to two different ports, we havev andv is unique.
vis receiving:v?® A (u —v) A u: M(...) € Com.w
The same reasoning applies (suppose there existsu having the same properties
thanu, thenw = u necessarily). O

The latter lemma is used in the demonstration of theorem 2:

Proof (External Deadlock Freeness).

By structural induction on the contract rules. CREAT, REMVPORT, REMVREF and DEACT

do not create any dependency relation, thus are not concerned. As for BIND, a dependency
relation is created, but as only active or idle ports in a sending state can apply this rule, and
as those ports are not concerned by prediBate deadlock(C), no deadlock is created.

o Rule SENDWe distinguish between the next actipof port u:
p =" dependency relations remain unchanged,;
p = 0 dependency betweenand its partner disappears;

p = ? thisis the particular case?® ---»v??%, with v the partner ofs: (u —o v).
Reductio ad absurdunsuppose this dependency created a deadlock:
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El(ui)l_,n € C such that'k : uiSuiJrl with u,v € (’U,z)

Let's chose(u;) such that:; = v andus = v (as we haverSv) and let's show that if
vSw thenw = u. Asw is active, the only dependency betwaeandv is an external
one, and by lemma 4 we hawe= u. Hence we have, simultaneously:

u ---»v thatis to saw?® A (u —ov) A u: M(...) € Com.v

v ---»uthatisto saw?® A (v —ou) A v:M'(...) € Com.u
In particular, we have : M'(...) in Com.u, which is contradictory since has just
sent a message, and typeswéndv are compatible (sa would have made more
receptions that the number of sendings froyn

¢ Rules RECV, RECV-UKsketch): as for SEND, we have three cases, dependinpg on
p = ? if an external dependency arises, it is identical to the one before the reception.
p = 0 dependency betweenand its partner disappears;

p =" thenwe havd (u) = !®. u is not concerned bixt_deadlock(C’), hence the predicate
is false (by induction).

e Rule RECV* Upon the reception of the message, a new pbis created, with its own
thread of execution. Hence, there is a new external dependency, but no deadlock arises.

e Rule OTHERThis rule concerns other transitions of the component, namely C-ACTV
and C-ACTV2. The rule C-ACTV adds dependendy — v!?; the portv is not concerned
by predicateExt_deadlock(C’). Conclusion for C-ACTV2 is straightforward, as a port is
activated on its own thread of execution. O

5.5. Liveness Properties under Assumptions

The assembly of components may have still a livelock problem: a port can be forever sus-
pended because of a divergence of some internal computation or an endless dialogue between
two ports. Thus it is not possible to prove a liveness property that states "each port reaching
amust? (or must!) state will eventually receive (or send) a message":

Poust 2YCouyi: A —*C, (u:must pMs) € C; with p € {?,1} =
3¢’,¢", v such thaC —* ¢/ “2Mx, o

However, we believe this liveness property is verified with the assumptions:
— a computation in a component always ends;
— a suspended port which becomes active must send its message before suspending again;
— a port which has a loop behavior will become idle in the future.

Anyhow, these properties can only be verified at a lower level of abstraction, that is, only
when the concrete behaviour of the components (e.g. its source code) is known.

6. Bank Account Example

To illustrate our framework, we use yet another bank account example: a client has to
authenticate himself to the bank, so he can perform deposit and withdrawal operations on his
bank account. We propose an implementation with three componentt itket, theBank
and theAccount.
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Several possible implementations exist; for exampleCthisent receives a reference to
his Account so he can interact with it. We propose a more elegant solution, described by
figures 2 and 3: thélient will use the same port for the authentication and the operations on
his account. Th®ank identifies the client (figure 2: the client was correctly authenticated),
and sends to théccount the reference of the port of ti& ient. Account will use this
reference to inform th€lient that on the one hand access is granted, and on the other
hand the dialogue continues willtcount. Figure 3 shows that if the user is not correctly
identified, theBank will return therefused message. The salient issue of this protocol is
that the coupleHank, Account) can be replaced by only one componevithout any change
of Client.

Client )1 authentication Bank

(user, password)

1. authentication Bank

(user, password)

1S*

2. refused

Figure 2. Example: access to bank accourfigure 3. Example: access to bank account
granted refused (componentccount omitted)

6.1. Interface Types

TheBank component has two ports: is a server port for authentications, anis used
to delegate operations to thecount component. The type &f is described hereafter:

bank_access may ? *[ authentication(string, string) must! [ granted(real} operations
+ refused 0] ]

This server type can receive tia@thenticationmessage (with user and password); af-
ter receiving this message, the port must either ggadtedwith the balance and become
operations or sendefusedand stop. Typ@perationds described further.

In the case where th&lient is correctly authenticated, tlBank delegates the sending
of thegrantedmessage to thiccount. This is done via poti, which is specified by the type
send_ref This type must send a reference which is tygeshted_userthis latter type must
receive only thgrantedmessage, and then becoolient_operationsthe dual ooperations

send_ref smust ! [ user(granted_user)send_ref]
granted_user must ? [ granted(real); client_operation$
client_operations = operatiofs

The Account component has also two porfg:anda. The former is used to receive the
reference of the client (typeceived_ref. The latter porta, will interact with theClient.
His typeaccess_grantei$ written hereafter.
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receive_ref =may ? [ user(granted_user)receive_ref]
access_grantedmust ! [ granted(real); operationg

The typeoperations which specifies deposits and withdrawals, is described in two times:

operations =-may ? [ deposit(realy must! [ balance(real) operationg
+ withdraw(real} must! [ balance(real) operations
+ neg_balancdreal) negbal_operations]
negbal_operations =
must ? [ deposit(realy; must![ balance(real) operations
+ neg_balancéreal) negbal_operationks
+ withdraw (real} must! [ neg_balancdreal) negbal operation$ ]

A port typedoperationscan receive two messagekepositandwithdraw. After receiving
one of the two messages, the port must send back the balance of the bank account: message
balanceis sent when balance is positive, and the type becapesationsagain. Message
neg_balancés sent when the user is debtor, and the type becaregisal_operations

The difference between the two typeperationsand negbal_operationss the modal-
ity: operationsmay receive messages, wheragagbal _operationsust receive messages.
Hence, as long as the client is debtor, he must perform some operation on his bank account.

Finally, theClient has one port;, whose type can be written as follows. With this type,
theClient will try to perform one operation. However, if this operation results in a negative
balance, then other operations have to be made.

client=must! [ authenticatiorn(string, string)
must ? [ granted(real) client_simple_operation
+ refused 0]
client_simple_operation =
must! [ deposit(realy must? [ balance(real) 0
+ neg_balancdreal); client_simple_operatioh
+ withdraw(real} must ? [ balance(real) 0
+ neg_balancdreal), client_simple_operatioh]

We have the following relations between the types:

Compatibilities to be Comp(client bank_accegs
checked during assembly Comp(send_refreceive_ref
Comp(granted_usenccess_granted
Comp(client_waitauthaccess_granted

Comp(client_simple_operatigoperation$

Comp(client_simple_operatiomegbal_operations

client_waitauth< granted_user
Other relations client_simple_operatior client_operations
granted_user = access_grarited

Other compatibilities

with: client_waitauth =must ? [ granted(real) client_simple_operation refused O ]



28 Annals of Telecommunications.

6.2. Component Specification and Contract Verification

For lack of space, we present only the most interesting component, BaatksFigure 4
shows in one shot the specification and the contract verification ®f=tiie component.

The specification is shown as simple state-charts (each bold rectangle representing a state
B(P,R,T). The greyed parts represent the changes compared to the previous state); transi-
tions are labelled with actions as named in the rules. Reception of memsthgaticate(..,)
in the upper part of the diagram, makes the component create a news’ptotanswer the
client, which corresponds to the three staf¥sate Child This sequence terminates with
"actv(s")", which has two effects:

— go back to the stat&ccesdo answer new requests;

— create a new thread of execution. This thread will identify the user (Statek Acceds
If the user is not correctly identified (left branch), messadeseds sent, and ports removed.
If the user is correctly identified (right branch), péiit activated and sends messager()
towards port/ of the Account component; note thatcannot be sent if bound tg, so we
first have to deactivate and remove pgrtAlso, asc is a peer reference, it has to be removed
from R when sent td'.

Contracts associated to each state are shown with parallelograms. Greyed parts show
the verifications that are made. Once messaglenticate(...)is received, the component
performs the correct sequence of actions. The contract associated witheble Accesstate
contains both the type of the server pgttand the type of the created paft Note also an
application of corollary 2: the type of referencéclient_operationkis the dual ofs’, and is
a super-type of the type of part(client_simple_operation

7. Conclusion & Future Work

We have presented a concept of behavioural contracts that we applied on a component
model featuring multiple threads, reference passing, peer-to-peer and client/server commu-
nication patterns. Our contracts serve for the early verification of compatibility between
components, in order to guarantee safety and liveness properties. Compatibility is formally
described in this framework, as a composition of internal compliance of components to their
interfaces, and conformance between interfaces.

In the context of component based design, the verification that a component is honouring
a contract given by its interfaces is in charge of the component producer, which performs it
once for all. A certification of this fact may be produced by some certification authority, in
order for example to guarantee any recipient of a publicly available or migrating component
that the component does not do anything different but what is described by its interfaces.

The verification of interface compatibility should instead be performed when the compo-
nent is bound to another (e.g. at run-time when dealing with migrating code, that is when
a migrating component reaches its final destination). We have shown that this check can
be performed very efficiently by means of standard finite state space verification techniques.
The higher complexity of checking conformance of components to their declared interface
is left to an off-line verification activity, which may even need the use of infinite-state space
verification techniques.
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Access
P={b—ob',s—ol,.}
R={bb, ..}
T={b'|s?.}
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\

b:must ! [...]
s*:‘may ? *[ authenticate (...); must ! [..]

b:may ?[..]

verification

s.c?authenticate (user, passwd)

Create Child (1)

P={..,s—ol,..}
R={..,s¢c.}

T={.]s?%]..}

P={.,s—ol,8s—o0l,.}
R={..,s",¢8s ..}

T ={.]s?°|s1']..}

Create Child (2)

Create Child (3)

P={..s—o],soc,..}
R={..s,¢¢9,.}
T={.]s?%|s!'|.}

creat(s')

__ (resultof actv(s' ) J

’

bind(s —oc) \

creation of new thread

of execution

-

b:must![..] b:may?][..]

N Check Access s*: may ? *[...]
2 p={.,s—oc,.} |- ___ s must'! [ granted (...); operations
R={...c,s,.} + refused; 0 ]
T={.[s1"].} c:must ? [ granted (..) ;...
\
deact(s) +refused; 0]
s:c! refused |
b':may?[..] l/ Send Reference (1) J
b:must![..] End P={..s—oc.} |
may? L\ - | P={ems—oc..) R={c5.
R W T T =gt [}
s:0 a
c T={.|s0|.} remvport(s’)
deact(s), b:must ! [user (...); ...]
remvport(s), Send Reference (2) b :may ? [user (..); ...]
remvref(c) E f%,é}} s*: may ?’)*[...] .
T Lt T~ "\c t7 ted (...); ...
P= - = Cedld - E—?éfalTSed;(O)]
b:must![..] \- - - ;{ """" } actv(b)
R _{ """" } b:must ! [user (...); ...]
T={ ] Send Reference (3) b 'may ? [user (...); ...]
R b bty | |simay 2 1]
T ={ b!’°|..’.}’ ' c: must ? [ granted (...); ..
+refused; 0 ]
b:b'luser (c) \<:must ? [granted (..);..]
End
b:may?[.]\. __ || P={bob,.} E“d, b:must ! user (..); ...]
b:must![..] R={ b,lb’,...} E;E g?b.---}} |\ bmay ? [user (.); ...]
& may?*[..] T={b"}.} T={b%} &: may ? *[...]
deact(b

Figure 4. Specification and verification of tiBank component
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We have applied our approach to a toy example; we need to verify the usability of the
approach in practice, especially with respect to the expressiveness of the interface language
we have proposed. Mixing modalities and actions (send/receive) is under investigation at
NTNU, and may lead to some constraints like the ones proposed in [FIo03]. The conformance
of the component model we have assumed with concrete notations (e.g. Java) should also be
studied: varying the component model to suite a concrete notation may actually affect the
classes of properties that can be guaranteed. We can also observe that the compatibility rules
can be expressed in terms of temporal logic formulae: this would make it possible to prove
in a logical framework a richer set of properties.
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